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3apaHue Ne6. Mikrotik

YcTtaHaBnauBaeM coeauHeHue ¢ Mikrotik

HeMHOro Teopuu Npo W03 U TYHHE b

Ucnonb3yem mapwpytnsatop Mikrotik LTAP Mini LTE Kit

B mapwpyTmnsatope yctaHossneHa CUM-kapTa 4158 LOCTyna MapLlpyTusaTopa B ceTb MHepTHeT.
Yepes ceTb NHTepHeT CBA3b C NoMoLblo TyHHensa OpenVPN opraHu3oBaHa CBA3b [0 BUPTYasibHOrO
MaplpyTusatopa OPNsense, KoTophin obecneynBaeT CBA3b MapLpyTu3laTopa Mikrotik ¢ Bawwnm
BMPTYaJibHbIM CEPBEPOM.
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MpoBepka cBaA3HOCTU ¢ Mikrotik

IP MmapwpyTm3aTopa: 192.168.111.2

Cnenaem Ping oo MapwpyTusaTopa:

ping 192.168.111.2

Ecnun B oTBETE YBUAMM

64 bytes from 192.168.111.2: icmp seq=1 ttl=64 time=0.072 ms

TO CBA3b C MapLUPYTM3aTOPOM eCTb.
Ecnn oTBeTOB HE byAEeT, 3HaYUT CBA3MN C MapLLPYyTU3aTOPOM HET.
MpepBEéM BbINONHEHME KOMaHAbl ping HaxaTunem Ctrl+C

Ins yoaneHHoro gocTyna Ha MapLUpyTU3aTop UCMOJb3yeM Nporpammy ssh:

ssh —1 userl 192.168.111.2 interface wireless registration-table print

Important: B cTpoke BblILLe -| 3TO laTUHCKaa CTPOYHas MasieHbKas L, a He -1 (MMHyC eanHuMUa)

OTa KOMaHAa 3a4aéT MMA Nosib3oBaTensd = userl n nepefaeT MapwWpyTU3aTopy KOMaHAy NoayYeHus
cnncka nonb3osaTtenen WiFi:

interface wireless registration-table print

Beenem naposb: mikrotik

Mony4mnm Tabnmuy MAC-appecos nonb3oatenenn WiFi ¢ ypoBHSIMW CUFHANOB.:
MoAKN0YUM CBON MOBUBHBIN TenedoH K wifi Ha 3ToM MapLupyTusaTope:
SSID: Mikrotik, maposb: mikrotik

W cHoBa 3anycTuM\ koMaHay. CNnCoK NoJsib30BaTeNeN AO/IKEH N3MEHUTLCS.

Muwem ckpunT nonyyeHus gaHHbixX ¢ Mikrotik

bynem ncnonb3oBatb BubnnoTeky librouteros. 3Ty GubnmoTeky HyXXHO ycTaHOBUTL: OBbHOBNSIEM
CMUCOK NaKeTOoB.:

sudo apt update

[poBepsem Hanmyne nakera:
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apt list | grep python3-librouteros
YcTaHaBnnBaem 6nbnmoTeky
sudo apt install python3-librouteros

Ewwé pa3 npoBepsieM Hanyme nakeTa.

0na nogknoveHns GubnmoTekmn K Halwemy CKpUNTY B Havane ckpunta Python Hanuwewm:

from librouteros import connect

OnucbiBaeM coeinHeHue:

api = connect(host='192.168.111.2',username="userl"',password="'mikrotik")
BbinosiHAeM KOMaHAY Ha MapLipyTusaTope:

wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)

3aTem B uukne for npoxoamm no BCEM MOJIYHYEHHBLIM 3aNUCsAM 1 0TOBpa)KaeM NX Ha IKpaHe.

B KOHLe CKpMNTa 3aKpbiBaeM CoefMHEHNE C POYyTEPOM.
Ckpunr:

from librouteros import connect
api = connect(host='192.168.111.2',username="'userl’',password="mikrotik")
wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)
for item in wifiuser:
print (item, “\n”)
api.close()

MNMonyyaem maccme AaHHbIX 0 nonb3osaTensax Wifi cetn Mikrotik Ha Hawem poyTepe.

dnemMeHTbl MacCuBa pa3aesieHbl Ha HAVMEHOBAHME 3/1IEMEHTa U 3HAaYeHNE NEeMEHTA, pa3feeHHble
3HaKOM «:», Hanpumep, nepBbIl 91eMEHT MaccmBa — 3TO HoOMep CTpoku ".id": *1".

BTopoi anemeHT MaccmBa — 370 UHTepdenc ‘interface’: ‘wlanl’

Hac nHTepecyeT TpeTuin aneMeHT MaccmBa. [1na ero otobpakeHna B KOMaHAe print HanuwemM:
print (item[‘mac-address’], “\n”)

3anycTuTe CKpUnT.

Tenepb BMECTO BCEX NapaMeTpoB HaM byayT oTobparkaTbCs To/Ibko MAC-aapeca nonb3oBaTeNen
WiFi ceTw.

[lobaBmM BTOPOM NapaMeTp - YPOBEHb CUrHaNa, oTaennm ero oT MAC-aapeca pa3faeUTenNem « - »;
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print (item[‘mac-address’], “ - ", item[‘signal-strength-chl’], “\n”)

3anycTtute ckpunT. Bbl nony4nnm cnucok MAC-agpecos nons3osatenen cet WiFi n nx ypoBHu
CUrHanoB..

3anuncbiBaeM nosyveHHble aaHHble B b SQL

B npenbiayimx 3agaHusax Mol B 6ase gaHHbix pythondb cospanu Tabnuuy registrations co ctonbuamu
mac v signal. 3anuwemM nosy4yeHHbIe C poyTepa 3Ha4YeHus B 3Ty Tabanuy.

[obaBnseM B Ha4ano ckpunTta KoMaHabl paboThl ¢ SQL:

import sqlite3
con = sqlite3.connect('/home/bsk23-01-student-1/python/pythondb")
cur con.cursor()

3aTeM BHYTpU LMKNa chopMmpyeM CTPOKY BCTaBKM AaHHbIX B Tabnauuy SQL:

insert = “INSERT INTO registrations (mac, signal) VALUES (‘" + item[ ‘mac-
address’] + “’,'” + str(item[‘signal-strength-chl’]) + “’)”

[na NpoBepku BbiBeAEM MOYHUBLLYIOCH KOMaHAY Ha 3KpaH:
print(insert)

BbIMOJIHUM CKPUNT, NPOBEPUM MPABUILHO /N CPOPMUPOBAHA KOMaHAa BCTaBKW AaHHbIX. BCTaBKa
JaHHbIX B Tabanuy SQL BbINONHAETCH KOMaHOAMM:

cur.execute(insert)
con.commit()

B KoHUe ckpunTa gobaBumM:
cur.close()
BbINOMHMM CKPUNT U NPOBEPUM Hanymne OaHHbIX B Tabanue SQL:

sqlite3 pythondb
select * from registrations

Buaunm, 4TO HOBbIE 3aNncy 006aBAAIOTCA B LONOJHEHME paHee fobaBneHHbIM. 118 Toro, 4Tobsbl
noAy4nTb B Tabnmue TONbKO aKTyaslbHble AaHHbIE HY)KHO NpeABapuUTesibHO 04UCTUTL Tabanuy
registrations SQL-komaHaoNn:

DELETE FROM registrations

Hanuwem B CKpunTe nepes LMKIIOM:

cur.execute(“DELETE FROM registrations”)
con.commit()
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NToroBbI CKpUNT

from librouteros import connect
import sqlite3

con = sqlite3.connect('/home/bsk23-01-student-1/python/pythondb")
cur = con.cursor()
apli = connect(host='192.168.111.2',username="userl"',password="mikrotik")

wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)
cur.execute(“DELETE FROM registrations”)
con.commit()
for item in wifiuser:
insert = “INSERT INTO registrations (mac, signal) VALUES (‘" +
item[‘mac-address’] + “',’” + str(item[‘signal-strength-chl’]) + “")”
cur.execute(insert)
con.commit()
api.close()

Mpu BbINOSIHEHWUW, CKPUNT HE BbIBOAUT HUKAKON UH(MOPMaLunM Ha 3KpaH. CKPUNT CYUTBIBAET C
MapLpyTu3aTopa cnucok MAC-agpecoB akTuBHbIX WiFi nonb3oBaTenei U 3anucbiBaeT 3TOT CNUCOK B
6a3y naHHbIX B Tabnuuy registrations.

Tenepb y Hac B Tabnmue registrations 6a3bl faHHbIX eCTb cNUcok MAC-afpecoB aKTUBHbIX
nonb3osatenen WiFi, Ho B Tabanue users 4ns nonb3oBaTeNen yKa3aHbl He KoppekTHble MAC-aapeca
(cTonbew mac).

Ina Toro, 4Tobbl 3anNpocC (KOTOPLIV Bbl AeNlann B CaMOCTOATEIbHOM paboTe) noKasbiBan CMCOK
AKTUBHbIX NOsb30BaTenen Heobxoammo, 4Tobbl B Tabnuue users 6b1IM Mosib30BaTENU C
npasunbHoiMn MAC-agpecamu.

3ananTe B sqlite3 (B KOMaHLe yKaXkuTe npaBuJibHbIN NyTh K Bawen 6ase faHHbIX):
sqlite3 pythondb

NobaBbTe 3anncm nosb3oBaTenen K npasuabHbiMM MAC-agpecamu, KOTOpble y Bac nonanu B Tabamuy
registrations (BMecto mac3, macl n mac5 ykaxute HyxHble MAC-agpeca):

INSERT INTO registrations (mac, signal) VALUES ('mac3', '-72'),
(‘macl','-85"), ('mac5','-69');

MpoBepbTe, YTO Yy BaC B Tabauue users 0o6aBnANCh 3anNuncu:
SELECT * FROM users;
Ecnn BCé caenaHo KOPPEKTHO TO Tenepb Hall CalT MNOKa3biBaeT fAaHHble 06 aKTUBHbIX

nonb3oBatensax cetu WiFi HanncaHHbI BaMy Ha CaMOCTOATeNIbHOM paboTe ckpunT oTobparkaeT
cnncok nonb3oBatenen WiFi cetn n3 6a3bl gaHHbIX.

NaHHble B 6a3e gaHHbIX 06HOBNAIOTCSA CKPUNTOM HalMCaHHbIM BbILLE.
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3anyck cKkpunta aBTOMaTU4YeCKM No pacnucaHuio B Linux

XXX

MO>XHO caenaTb YTeHME CNUCKa NoJib3oBaTenen n ero otobpaxkeHune 6e3 3anucu 8 61 SQL. MoxeTt
BO3HUKHYTb npobseMa ¢ 04HOBPEMEHHBLIM AOCTYMNOM Ha MapLlpyTU3aTop
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