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3apaHue Ne6. Mikrotik

YcTtaHaBnMBaeM coeguHeHue ¢ Mikrotik

HeMHOro Teopum Npo W03 U TYHHENb

Wcnonb3yem mapiipytnsatop Mikrotik LTAP Mini LTE Kit

B mapwpyTunsatope yctaHossneHa CUM-kapTa 418 LOCTyna MapLlpyTu3aTopa B ceTb NIHepTHeT.
Yepes ceTb NIHTepHET CBA3b € noMowbio TyHHens OpenVPN opraHu3oBaHa CBA3b 40 BUPTYaslbHOrO
MapwpyTusatopa OPNsense, KoTopbin obecneynBaeT CBA3b MapLupyTm3aTopa Mikrotik ¢ Bawum
BMPTYyaJibHbIM CEPBEPOM.
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MpoBepka cBaA3HOCTU ¢ Mikrotik

IP MmapwpyTm3aTopa: 192.168.111.2

Cpenaem Ping no maplipyTur3aTopa:
Ping 192.168.111.2

Ecnu B oTBeTe yBMaANM 64 bytes from 192.168.111.2: icmp_seq=1 ttI=64 time=0.072 ms To cBA3b C
MapLUpyTU3aTOpPOM eCTb. EC/In 0TBETOB He OyfeT, 3Ha4YMT CBA3M C MapLUPYTM3aTOPOM HeT. MpepBém
BbINOJIHEHME KOMaHAbl ping HaxkxaTuem Ctrl+C Ona yganeHHoOro 4ocTyna Ha MapLipyTusaTop
ncronb3zyem nporpammy ssh: Ssh -l userl 192.168.111.2 interface wireless registration-table print
JTa KOMaHAa 3afaéT UMA Nonb3oBaTens = userl v nepefaeT MapLUPyTU3aTOPYy KOMaHAY MonyyeHums
cnucka nonb3osaTtenen WiFi: interface wireless registration-table print Beegem naposb: mikrotik
Mony4um Tabnuuy MAC-appecos nosib3osatenet WiFi ¢ ypoBHAMY CMrHanos.: MoAK04YUM CBOW
MobunbHbIN TenedoH K wifi Ha 3TomM MapwpyTusaTtope: SSID: Mikrotik, naponb: mikrotik U cHoBa
3anycTum\ komaHgy. Cnncok nonb3oBaTenen LO/KEH N3MEHUTBLCS.

Muwem ckpuNT nony4yeHusa gaHHbix ¢ Mikrotik

Byaem ucnonb3oBaTtb 6ubnnoTeky librouteros. 3Ty 6UbANOTEKY HYXXHO YCTaHOBUTL: OBHOBNISIEM
CMNCOK MaKeToB:

Sudo apt update
MposepsieM Hanm4vme nakeTa: Apt list | grep python3-librouteros YcTtaHaBnnsaem 6ubnmoteky
Sudo apt install python3- librouteros

EWweE pa3 npoeepsieM Hann4me nakeTa.

Ana nopknoyveHns GubnmoTekmn K Halwemy CKpUNTy B Havane ckpunta Python Hanuwem: from
librouteros import connect OnuceiBaeM coeguHeHune: api =
connect(host='192.168.111.2',username='userl’,password="'mikrotik') BoinosHseM KOMaHAYy Ha
MapLlupyTusaTope:

wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)

3aTeMm B uMke for npoxoamMm no BCEM MOJIYHYEHHBLIM 3annCsaM 1 0Tobpa)kaem Nx Ha dKpaHe. B KoHue
CKpUNTa 3aKpbiBaeM coeanHeHune ¢ poytepom. Ckpunt: from librouteros import connect api =
connect(host='192.168.111.2',username='userl’,password="'mikrotik') wifiuser=api.path('interface’,
‘wireless’, ‘registration-table’) for item in wifiuser print (item, “\n”) api.close() Mony4yaem maccms
AaHHbIX 0 nonb3osaTensax Wifi cetn Mikrotik Ha HaweMm poyTepe. 31eMeHTbl MacCuMBa pa3feseHbl Ha
HavMeHOBaHMe 3/1IeMeHTa 1 3HaYeHMe 31eMeHTa, pa3ae/ieHHble 3HaKOM «:». Hanpumep, nepsbin
3JIEMEHT MaccmBa — 3TO HOMep CTpokKM ".id": *1'. BTopon 3/1eMeHT MacCnBa — 3TO UHTepdenc
‘interface’: ‘wlanl’ Hac uHTepecyeT TpeTuin anemMeHT MaccuBa. ns ero otobpakeHus B KOMaHae
print Hanuwem:
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print (item[‘mac-address’], “\n”)
3anycTuTe ckpunT. Tenepb BMECTO BCEX MapaMeTpoB Ham byayT oTobpaxaTbca Tonbko MAC-agpeca

nonb3osatenen WiFi cetu. Jobasum BTOpON NapamMeTp - ypoBEHb CUrHaNa, oTaenmm ero ot MAC-
afpeca pasfenuTeneMm « - »:

print (item[‘mac-address’], “ - ", item[‘signal-strength-chl’], “\n”")
3anycTuTe ckpunT. Bel nonyymnm cnucok MAC-agpecos nosb3osatenen cetn WiFi n nx yposHu
CMrHanoB. 3anucbiBaeM NoJly4eHHble aaHHble B Bl SQL B npeabiAywmx 3afaHnsx Mol B 6a3e gaHHbIX
pythondb co3panu Tabnuuy registrations co ctonbuamm mac u signal. 3anuwemM nony4yeHHble ¢
poyTepa 3HayeHus B 3Ty Tabauuy. lobaBnsiem B Hayano CKpUnTa KoMmaHAabl paboTbl ¢ SQL:

import sqlite3

con = sqlite3.connect('/home/bsk23-01-student-1/python/pythondb")
cur = con.cursor()

3aTeM BHYTpU LMKNa chopMmpyeM CTPOKY BCTaBKM AaHHbIX B Tabauuy SQL:

Insert = “INSERT INTO registrations (mac, signal) VALUES (‘" + item[ ‘mac-

{a rn

address’] + “’,'” + item[‘signal-strength-chl’] + “’)”
[Lna NpoBepKM BbIBEAEM MOJYHUBLLIYIOCS KOMaHAY Ha dKpaH:
Print(insert)

BbIMNO/IHMM CKPUNT, MPOBEPVM MPABUSILHO NN CHOPMUPOBaHA KOMaHA4a BCTABKM AaHHbIX. BcTaBka
AaHHbIX B Tabnauuy SQL BbINOAHAETCS KOMaHAaMK:

Cur.execute(insert)
Con.commit ()

B KoHuUe ckpunTa gobasum:
Cur.close()
BbINOAHMM CKPUNT M NPOBEPUM Hanymne OaHHbIX B Tabanue SQL:

Sglite3 pythondb
Select * from registrations

Buamm, 410 HOBbIE 3anncy 406aBAAITCA B LONOJHEHME paHee fAobaBneHHbIM. 114 Toro, 4Tobsbl
NnoNy4YnTb B Tabnanue ToNbKO akTyaslbHble AaHHbIE HYXXHO NPeaBapuTeNbHO 04NCTUTL Tabanuy
registrations SQL-komaHaon:

DELETE FROM registrations

Hanvwem B cKpunTe nepes LUKIOM:
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Cur.execute(“DELETE FROM registrations”)
Con.commit()

NTorosbin ckpunT from librouteros import connect import sqlite3
con = sqlite3.connect('/home/bsk23-01-student-1/python/pythondb')

cur = con.cursor() api = connect(host='192.168.111.2',username="userl',password="'mikrotik’)
wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’) Cur.execute(“DELETE FROM
registrations”)

Con.commit ()

for item in wifiuser Insert = “INSERT INTO registrations (mac, signal) VALUES (‘" + item[‘'mac-
address’] + “',"" + item[‘signal-strength-chl’'] + “')” Cur.execute(insert)

Con.commit ()

api.close()

Tenepb Hal canT NokasblBaeT AaHHbIe 0 NoJib30BaTesIaX HanucaHHbIN BaMX Ha CaMOCTOATEIbHON
paboTe ckpunT oTobparkaeT cnmcok nosnb3osatenen WiFi ceTn u3 6a3bl faHHbIX. [JaHHble B 6a3e
AaHHbIX 0OHOBNATCA CKPUMTOM HaMMCaHHbLIM Bbile. 3anyCcK CKpUNTa aBTOMaTUYECKMN NO
pacnuncaHmto B Linux Xxx Mo)XHO caenaTb YTeHMe CNucKa noJsib3oBaTenen n ero otobpakeHue 6e3
3anucu B B SQL. Mo)XeT BO3HUKHYTb nNpobseMa ¢ 04HOBPEMEHHBIM AOCTYNOM Ha MapLpyTusaTop
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