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3apaHue Ne6. Mikrotik

3apaHue Ne6. Mikrotik

YcTtaHaBnauBaeM coeauHeHue ¢ Mikrotik

HeMHOro Teopuu Npo W03 U TYHHE b

Ucnonb3yem mapwpytnsatop Mikrotik LTAP Mini LTE Kit

B mapwpyTmnsatope yctaHossneHa CUM-kapTa 4158 LOCTyna MapLlpyTusaTopa B ceTb MHepTHeT.
Yepes ceTb NHTepHeT CBA3b C NoMoLblo TyHHensa OpenVPN opraHu3oBaHa CBA3b [0 BUPTYasibHOrO
MaplpyTusatopa OPNsense, KoTophin obecneynBaeT CBA3b MapLpyTu3laTopa Mikrotik ¢ Bawwnm
BMPTYaJibHbIM CEPBEPOM.
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MpoBepka cBaA3HOCTU ¢ Mikrotik

IP MmapwpyTm3aTopa: 192.168.111.2

Cnenaem Ping oo MapwpyTusaTopa:

Ping 192.168.111.2

Ecnun B oTBETE YBUAMM

64 bytes from 192.168.111.2: icmp seq=1 ttl=64 time=0.072 ms

TO CBA3b C MapLUPYTM3aTOPOM eCTb.
Ecnn oTBeTOB HE byAEeT, 3HaYUT CBA3MN C MapLLPYyTU3aTOPOM HET.
MpepBEéM BbINONHEHME KOMaHAbl ping HaxaTunem Ctrl+C

Ons yoaneHHOro AoCTyna Ha MapLpyTU3aTop UCNoJib3yeM nporpammy ssh:
Ssh —1 userl 192.168.111.2 interface wireless registration-table print

STa KOMaHAa 3a4aéT MMA NoJsib3oBaTens = userl n nepefaeT MapLWpyTU3aTopy KOMaHAy MoayYyeHus
cnncka nonb3oBaTtesnen WiFi:

interface wireless registration-table print

Beenem naponb: mikrotik

Mony4nm Tabnmuy MAC-appecos nonb3oatenen WiFi ¢ ypoBHSMW CUrHANOB.:
MoAKN04YUM CBON MOBUBHLIN TenedoH K wifi Ha 3ToM MapLupyTusaTope:
SSID: Mikrotik, naponb: mikrotik

W cHoBa 3anycTuM\ koMaHAy. CNncok Nosib3oBaTenen A0/KEH N3MEHUTLCS.

Muwem ckpunT nosyyeHusa gaHHbiX ¢ Mikrotik

bynem ucnonb3oBatb BubnnoTeky librouteros. 3Ty BubnnMoTeKy HyXHO ycTaHOBUTL: OBHOBNSIEM
CMUCOK NaKeToB.:

sudo apt update
[MpoBepseM Han4dne rnakera:
apt list | grep python3-librouteros

YcTaHaBnnBaem 6nbnnorteky
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sudo apt install python3- librouteros

EWweé pa3 npoeepsieM Hann4me nakeTa.

Ona nogknoveHnsa bnbamoTekn K Hawemy CKpUNTy B Havase ckpunta Python Hanuwem:

from librouteros import connect

OnucbiBaeM coefnHeHme:

api = connect(host='192.168.111.2',username="userl’', password="'mikrotik")
BbinosHseM KOMaHAy Ha MapLupyTu3aTope:

wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)

3aTeM B Umke for npoxoamnm rno BCcem nosiy4eHHbIM 3anncam u 0To6pa>KaeM NX Ha 3KpaHe.

B KOHUe CKpuUNTa 3aKpblBaeM CoeANHEHNE C POyTEPOM.

Ckpunr:

from librouteros import connect
apli = connect(host='192.168.111.2',username="userl"',password="'mikrotik")
wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)
for item in wifiuser:
print (item, “\n”)
api.close()

MNonyyvaem maccme AaHHbIX 0 nonb3osaTensax Wifi cetn Mikrotik Ha Hawem poyTepe.

S5eMeHTbl MaccuBa pa3fesieHbl Ha HAMMEHOBAHWE 3/1eMeHTa U 3Ha4YeHune 31eMeHTa, pa3fesieHHble
3HaKOM «:». Hanpumep, nepBbIl 1EMEHT MaccMBa — 3TO HOMep CTpoku ".id": *1'.

BTopoi anemeHT MaccmBa — 3T0 UHTepdenc ‘interface’: ‘wlanl’

Hac nHTepecyeT TpeTun anemMeHT MaccmBa. [1na ero otobpa)keHUs B KoMaHAe print Hanuwem:
print (item[‘mac-address’], “\n”)

3anycTuTe CKpUNT.

Tenepb BMECTO BCEX NapaMeTpPoB HaM byayT oTobparkaTbCs To/Ibko MAC-afapeca nonb3oBaTesNen
WiFi ceTu.

[lobaBMM BTOPOW NapaMeTp - YPOBEHb CUrHaNa, oTaennm ero oT MAC-anpeca pasaeuUTeNeM « - »:
print (item[‘mac-address’], “ - ", item[‘signal-strength-chl’], “\n”)

3anycTuTe ckpunT. Bol nony4mnnm cnncok MAC-agpecos nosb3osatenen cet WiFi u nx yposHu
CUrHanoB..
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3anucbiBaeM MnoJly4yeHHble gaHHble B b1 SQL

B npeabiayuimx 3aaaHusx Mol B 6a3e aaHHbIx pythondb co3panu Tabnuuy registrations co ctonbuamm
mac v signal. 3anuwem nonyyeHHbIe C poyTepa 3Ha4YeHUs B 3Ty Tabanuy.

NlobaBnsiem B Ha4Yaslo CKpuNnTa KoMaHAabl paboThl ¢ SQL:

import sqlite3

con = sqlite3.connect('/home/bsk23-01-student-1/python/pythondb")
cur = con.cursor()

3aTeM BHYTpM LMKIa ChopMmpyeM CTPOKY BCTaBKU AaHHbIX B Tabnauuy SQL:

insert = “INSERT INTO registrations (mac, signal) VALUES (‘" + item[‘mac-

a rn

address’] + “’,’” + str(item[‘signal-strength-chl’]) + “’)”
L1 NPOBEPKM BbIBEAEM MONYYMBLUYIOCH KOMAHAY Ha KPaH:
print(insert)

BbINOAHUM CKPUNT, NPOBEPUM MPaBUSIbHO S CHOPMUPOBAHA KOMaHa BCTABKM JaHHbIX. BcTaBka
JaHHbIX B Tabnuuy SQL BbINOMHAETCA KOMaHAaMM

cur.execute(insert)
con.commit ()

B KoHuUe ckpunTa gobasum:
cur.close()
BbINOAHUM CKPUNT 1M NPOBEPUM HaflMyMe AaHHbIX B Tabanue SQL:

sqlite3 pythondb
select * from registrations

Buaum, 4To HOBbIE 3anucy L06aBNAITCA B ONOJHEHMe paHee fobaBneHHbIM. 114 Toro, 4Tobsbl
nony4nTb B Tabnuue TONbKO aKTyasibHble JaHHblE HY)XHO NpeABapuTesibHO 04UCTUTL Tabauuy
registrations SQL-komaHao0M:

DELETE FROM registrations

HanuvwemMm B cKpunTe nepes LUKIIOM:

Cur.execute(“DELETE FROM registrations”)
Con.commit()

NToroBbI CKpUNT

from librouteros import connect
import sqlite3
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con = sqlite3.connect('/home/bsk23-01-student-1/python/pythondb')
cur = con.cursor()
api connect(host='192.168.111.2"' ,username="userl', password="mikrotik")
wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)
cur.execute(“DELETE FROM registrations”)
con.commit()
for item in wifiuser
insert = “INSERT INTO registrations (mac, signal) VALUES (‘" +
item[ ‘mac-address’] + “’',’” + str(item[‘signal-strength-chl’]) + “")”
cur.execute(insert)
con.commit ()
api.close()

Tenepb Halwl calT NOKa3bIBaeT AaHHbIe O NOoJIb30BaTeNnAx HanncaHHbIN BaMu Ha
camocTosATenbHomn paboTe ckpunT oTobpaxkaeT cnncok nosb3osaTtesien WiFi ceTn n3 6asbl faHHbIX.

llaHHble B 6a3e faHHbIX 06HOBAAOTCA CKPUNTOM HalMCaHHbIM BbILLE.

3aI1YCK CKpPUNTa aBTOMaTU4YeCKM no pacnmCaHuio B Linux

XXX

Mo>XHO coenaTh YTeHMEe CNUCKa Nosib3oBaTesien n ero otobpaxkeHue 6e3 3anucu B B SQL. MoxeT
BO3HMKHYTb Npobnema ¢ 04HOBPEMEHHbBIM AOCTYMNOM Ha MapLipyTM3aTop
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