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3apaHue Ne6. Mikrotik

3apaHue Ne6. Mikrotik

YcTtaHaBnauBaeM coeauHeHue ¢ Mikrotik

HeMHOro Teopuu Npo W03 U TYHHE b

Ucnonb3yem mapwpytnsatop Mikrotik LTAP Mini LTE Kit

B mapwpyTmnsatope yctaHossneHa CUM-kapTa 4158 LOCTyna MapLlpyTusaTopa B ceTb MHepTHeT.
Yepes ceTb NHTepHeT CBA3b C NoMoLblo TyHHensa OpenVPN opraHu3oBaHa CBA3b [0 BUPTYasibHOrO
MaplpyTusatopa OPNsense, KoTophin obecneynBaeT CBA3b MapLpyTu3laTopa Mikrotik ¢ Bawwnm
BMPTYaJibHbIM CEPBEPOM.
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MpoBepka cBaA3HOCTU ¢ Mikrotik

IP MmapwpyTm3aTopa: 192.168.111.2

Cnenaem Ping oo MapwpyTusaTopa:

ping 192.168.111.2

Ecnun B oTBETE YBUAMM

64 bytes from 192.168.111.2: icmp seq=1 ttl=64 time=0.072 ms

TO CBA3b C MapLUPYTM3aTOPOM eCTb.
Ecnn oTBeTOB HE byAEeT, 3HaYUT CBA3MN C MapLLPYyTU3aTOPOM HET.
MpepBEéM BbINONHEHME KOMaHAbl ping HaxaTunem Ctrl+C

Ins yoaneHHoro gocTyna Ha MapLUpyTU3aTop UCMOJb3yeM Nporpammy ssh:

ssh —1 userl 192.168.111.2 interface wireless registration-table print

Important: dbichd

Warning: -I (naTnHckas cTpoyHas ManeHbkas L) 3To He -1 (MUHYC eanHMLA)

OTa KOMaHAa 3afaéT MMA noJsib3oBaTensd = userl n nepefaeT MapLWpyTU3aTopy KOMaHAYy NoayYyeHus
cnncka nonb3oBaTtenen WiFi:

interface wireless registration-table print

Beegem naposib: mikrotik

Monyynm Tabnmnuy MAC-appecos nonb3oatenen WiFi ¢ ypoBHSMM CUFHANOB.:
MoAKN0YMM CBON MOBUALHLIN TenedoH K wifi Ha 3TOM MapLUpyTu3aTope:
SSID: Mikrotik, naposib: mikrotik

1 cHoBa 3anycTum\ koMmaHay. CNUCOK Nosib30BaTeNeNn AOJIKEH U3MEHUTLCS.

Muwem ckpunT nony4yeHus paHHbix ¢ Mikrotik

byoem ucnonb3oBaTb BubnnoTeky librouteros. 3Ty 6MBANOTEKY HYXXHO YCTaHOBUTL: OBHOBNSIEM
CMUCOK MNaKEeTOB:
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sudo apt update

[MpoBepseM Haan4mne rnakera:

apt list | grep python3-librouteros
YcTaHaBnnBaem 6nbnnorteky

sudo apt install python3- librouteros

Ewwé pa3 npoBepseM Hasnyme nakeTa.

Ons nogknioyeHnsa 6ubnnoTekn K Hawemy CKpUnTy B Havase ckpunTta Python Hanuwem:

from librouteros import connect

OnucblBaeM coefmHeHune:

api = connect(host='192.168.111.2',username="'userl',password="mikrotik")
BbinonHsemM KoMaHAy Ha MapLpyTu3aTope:

wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)

3aTeM B uukne for npoxoanmM no BCEM MOSYHYEHHbIM 3anuncsam 1 oTobpa)kaeM Mx Ha IKpaHe.

B KOHLIe CKpUNTa 3aKpbIBAaeEM COEANHEHME C POYTEPOM.

Ckpunt:

from librouteros import connect

api = connect(host='192.168.111.2"',username="'userl',password="mikrotik")
wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)

for item in wifiuser:

print (item, “\n”)
api.close()

Monyyaem maccmB gaHHbIX 0 nosib3osaTensax Wifi cetn Mikrotik Ha Hawem poyTepe.

S/1eMeHTbl MaccuBa pa3feseHbl Ha HauMeHOBaHWe 3/1eMeHTa U 3Ha4YeHune 31eMeHTa, pa3fe/eHHble
3HaKOM «:». Hanpumep, NepBbIN 3/1eMEeHT MacCnBa — 3TO HOMep CTPOKK ".id": *1'.

BTopoin anemeHT MaccmBa — 370 UHTepdenc ‘interface’: ‘wlanl’
Hac nHTepecyeT TpeTuin aneMeHT MaccuBa. [1na ero otobpakeHna B KoMaHge print HanuwemM:
print (item[‘mac-address’], “\n”)

3anycTuTe CKpunT.

Tenepb BMECTO BCEX MAapaMeTPoB HaM byayT oTobparkaTbcs Tosbko MAC-aapeca nosib3oBaTesnei
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WiFi ceTn.
[lobaBmMM BTOPOM NapaMeTp - YPOBEHb CUrHaNa, oTaennm ero oT MAC-aapeca pa3fenuTenem « - »:
print (item[‘mac-address’], “ - ", item[‘signal-strength-chl’], “\n”")

3anycTuTe ckpunT. Bel nonyymnum cnucok MAC-agpecos nosb3oBatenen cetn WiFi n nx yposHu
CUrHanoB.

3anucbiBaeM MnoJly4yeHHble gaHHble B b1 SQL

B npeabioywinx 3agaHusax Mol B 6ase gaHHbix pythondb cosganun Tabnuuy registrations co ctonbuammn
mac v signal. 3anuweM Noay4YeHHble C poyTepa 3HavyeHns B 3Ty Tabanuy.

[lobaBnsem B Ha4yaslo CKpunTa KoMaHabl paboThl ¢ SQL:

import sqlite3

con = sqlite3.connect('/home/bsk23-01-student-1/python/pythondb")
cur = con.cursor()

3aTeM BHYTPM UMK CHOPMUPYEM CTPOKY BCTaBKM AaHHbIX B Tabauuy SQL:

insert = “INSERT INTO registrations (mac, signal) VALUES (‘" + item[‘mac-

a rn

address’] + “’,’” + str(item[‘signal-strength-chl’]) + “’)”
L1 NPOBEPKM BbIBEAEM MONYYMBLUYIOCH KOMAHAY Ha KPaH:
print(insert)

BbINOMHMM CKPUNT, MPOBEPVM NPABUSILHO SN CHOPMUPOBaHa KOMaHA4a BCTaBKM AaHHbIX. BcTaBka
AaHHbIX B Tabnuuy SQL BbINOAHAETCA KOMaHAaMK

cur.execute(insert)
con.commit ()

B KoHUe ckpunTa gobaBumM:
cur.close()
BbINONHUM CKPUNT M NPOBEPUM HaMymne OaHHbIX B Tabnnue SQL:

sqlite3 pythondb
select * from registrations

Buaum, 4To HoBbIE 3anncK 00b6aBNSIOTCS B 1ONOJIHEHNE paHee AobaBieHHbIM. [1na Toro, 4Tobsl
NoJly4nTb B TabnnLe TONbKO aKTyaslbHble AaHHbIE HYXKHO NPEeABAPUTESIbHO O4NCTUTL Tabanuy

registrations SQL-komaHao0M:

DELETE FROM registrations
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Hanuwem B CKpUnTe nepen unknom:

cur.execute(“DELETE FROM registrations”)
con.commit()

NToroBbin CKpUNT

from librouteros import connect
import sqlite3
con sqlite3.connect('/home/bsk23-01-student-1/python/pythondb")
cur = con.cursor()
api = connect(host='192.168.111.2"',username="'userl',password="mikrotik")
wifiuser=api.path('interface’, ‘wireless’, ‘registration-table’)
cur.execute(“DELETE FROM registrations”)
con.commit()
for item in wifiuser
insert = “INSERT INTO registrations (mac, signal) VALUES (‘" +
item[ ‘mac-address’] + “’',’” + str(item[‘signal-strength-chl’]) + “")”
cur.execute(insert)
con.commit()
api.close()

Tenepb Halwl CalT NOKa3bIBaeT AaHHbIe O NOJsIb30BaTeNnAx HanncaHHbIN BaMu Ha
camocTosATenbHom paboTte ckpunT oTobpaxaeT cnncok nosb3oBaTtenen WiFi ceTn n3 6asbl faHHbIX.

HaHHbIe B 6a3e faHHbIX 06HOBAAOTCS CKPUNTOM HalCaHHbIM BbILLE.

3EI1YCK CKpPUNTa aBTOMaTU4YeCKM no pacnmCaHumio B Linux

XXX

MO>XXHO caenaTb YTeHMe CrnCKa noJsib3oBaTesnien n ero otobpaxkeHune 6e3 3anucu B b SQL. MoxeTt
BO3HMKHYTb Npobnema ¢ 04HOBPEMEHHbIM AOCTYMNOM Ha MapLIpyTM3aTop
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